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Agenda 
•  Scope of Cyber Risk Within the 

Company 
•  Defining a Breach: Physical v. 

Electronic 
•  Root Causes of Data Breaches 
•  Mitigating the Cost of Data Breaches 
•  Role of Incident Response Teams 
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I’m not in IT, Why do I care? 
§  Cyber Security playing increasing role in 

budget allocation. 
§  The cost of a breach impacts the entire 

organization. 
•  Reputation and financial loss are 

significant. 
§  Human beings are the most vulnerable 

piece of the network. 
•  31% of organizations say the human factor 

was the main cause of the data loss. 
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§  A data breach is the unlawful and 
unauthorized acquisition of personal 
information that compromises the 
security, confidentiality, or integrity of 
personal information.  

§  Data breaches are not always the 
stereotypical malicious or criminal Attack 

§  Data breaches come in several forms: 
•  Physical, Electronic and Skimming 

What is a breach? 

Physical Data Breach 
§  Physical theft of documents or equipment 

containing customer account data. 
§  Track the company’s documents and 

physical resources like laptops. 
§  Often an issue with departing employees 

or employees who travel with sensitive 
information. 
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Breaches and Exposed Records Rising 
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Statistica 2018: 
https://www.statista.com/statistics/273550/data-breaches-recorded-in-the-united-
states-by-number-of-breaches-and-records-exposed/  
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Employee Best Practices 
§  Only click on links in emails that you 

trust.  
§  Use a different password everywhere. 
§  Don't use public Wi-Fi.  
§  Keep your computer and mobile 

device updated.  
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Electronic Data Breach 
§  An Electronic Breach is an un-authorized 

access or deliberate attack on a system or 
network environment. 

§  Theft of employee credentials, weak 
passwords and departing employees pose 
substantial threats to the company. 

§  Encryption is critical to protecting from 
external attacks, but doesn’t provide 
complete protection. 
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Skimming 
§  Skimming involves the capture and 

recording of magnetic strip data on the 
back of credit cards.  

§  Generally a POS issue for carriers with 
retail outlets. 

§  Best Practices to prevent: 
•  Closely monitor employee handling of cards 
•  Closely monitor activity on POS terminals 
•  Regularly check POS terminals for evidence 

of tampering 
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Root Causes of Breach 
§  Malicious or criminal attack 

•  Hackers or criminal insiders 
•  Most costly, but least likely type of breach 
•  47% of breaches in 2017 were malicious 
•  Common types: malware, phishing, criminal insiders and 

SQL injection 
§  System glitch 

•  Common types: application failures, inadvertent data 
dups, logic error in data transfer 

•  Failure to update security patches 
§  Human error 

•  Individual shortcuts, weak passwords and security 
protocols  

•  Vulnerability to phishing schemes 
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The Cost of a Data Breach 
2014	 2015	 2016	 2017	

Average 
Organizational 
Cost of a Data 
Breach	

$5.85M	 $6.53M	 $7.01M	 $7.35M	

Estimated Cost of 
a General Data 
Breach	

$201 per 
compromised 
record	

$217 per 
compromised 
record	
	

$221 per 
compromised 
record	
	

$225 per 
compromised 
record	
	

Average Number 
of Breached 
Records	

29,611	 28,512	
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How the Data Was Lost Matters 
§  Data breach incidents involving the loss or theft 

of data-bearing devices increased the per record 
cost by as much as $18 per record. 

§  Malicious or criminal attack causes the highest 
cost: $246 per compromised record. 

§  System Glitches cost an average of $171 per 
compromised record. 

§  Employee mistakes cost an average of $160 per 
compromised record. 
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Factors that Mitigate the Harm of Breach 

§  Incident response team 
§  Extensive use of encryption 
§  Employee training and awareness 
•  Preparing, revising and testing incident 

response plans (tabletop exercises) 
§  BCM (business continuity management) 

involvement 
§  Insurance protection 
§  Board-level involvement 
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Incident Response Plans   
§  Who are the members of your incident response team? 

(internal/external) 
§  Does your organization have an incident response plan?  
§  When was the last time it was reviewed and tested? 
§  What were the results of and insights from testing or 

updating? Were they implemented? 
§  What communications/disclosures/notifications are 

anticipated? (internal/external) 
§  Is your company prepared to work with law 

enforcement, regulators and business partners? 
§  Does your incident response plan include a 

communications strategy? 
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Contact Information 
Shannon Heim 
shannon.heim@lawmoss.com 
612-877-5320 (office) 
763-639-7138 (cell) 
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